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Cyber SecurityCyber Security
Agenda

�¾The Threat Overview

�¾The Threat Details

�¾How did we get here?

�¾The Challenge

�¾Terrorist  Detection Equipment

�¾Prevention

�¾Questions
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Cyber Security
2015 breaches

78.8 million patient records were accessed

#1. Anthem
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#2. Ashley Madison

37 million user files were exposed.
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2015 breaches

21.5 million records were 
compromised.

#3. OPM
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#4. Experian/T -Mobile

15 million T-Mobile customers 
were affected 
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11.3 million accounts were accessed worldwide.

#5. VTech
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#6. Premera Blue Cross

11 million members’ information was affected.

Cyber Security
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Cyber Security
2015 breaches
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#7. Excellus BlueCross BlueShield

10 million member files were leaked.
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Hackers threaten to release names from adultery website

Cyber Security
2015 breaches

Others

Cyber Security
2015 breaches

Others

A dating website that helps 
married people cheat has 
been hit by hackers who 
threatened to release 
information about millions 
of customers.
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�¾Harvard University

�¾LastPass

�¾Army National Guard

�¾Kaspersky Lab

�¾Target

�¾Home Depot

Cyber Security
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Cyber Security
The Cause

Cyber Security
The Cause

�¾Stupidity

�¾Airplanes 

�¾Cars

�¾TSA locks

�¾Voting booths

�¾Medical devices

�¾China has hacked “every major corporation” in the US

�¾Edward Snowden’s NSA leaks revealed the US 
government, national and international

�¾110 million Americans saw their identities compromised in 
2014. That’s one in two American adults
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Cyber Security
Stupidity

�¾Weak passwords – easy to hack with Lopthcrack

�¾Shared passwords – no accountability

�¾Government equipment obsolete

�¾Software not up to date. I.E. Window XP, NT, server 2000

�¾Sensitive Government positions using unapproved private 
servers and mix private e-mails with restricted e-mails.

�¾IPAD, Smart Phones – easy to hack, stolen or lost
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Cyber Security
Airplanes

A SECURITY RESEARCHER kicked off a United 
Airlines flight last month after tweeting about security 
vulnerabilities in its system had previously taken 
control of an airplane and caused it to briefly fly 
sideways, according to an application for a search 
warrant filed by an FBI agent. 

Chris Roberts, a security researcher with One World 
Labs, told the FBI agent during an interview in 
February that he had hacked the in-flight 
entertainment system, or IFE, on an airplane and 
overwrote code on the plane’s Thrust Management 
Computer while aboard the flight. He was able to 
issue a climb command and make the plane briefly 
change course, the document states.
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Cyber Security
Cars

JOSEPH WAS DRIVING 70 mph on the edge of 
downtown St. Louis when the exploit Video of the 
drive

Though I hadn’t touched the dashboard

�¾The Jeep Cherokee started blasting cold air at 
the maximum setting, chilling the sweat on my 
back through the in-seat climate control 
system. 

�¾Next the radio switched to the local hip hop 

�¾Then the windshield wipers turned on, and 
wiper fluid blurred the glass.

�¾Took over the steering, breaking, stopping and 
turn off the car. All functions!
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�¾Cyber Security
TSA locks 

�¾Cyber Security
TSA locks 

�™THE TSA IS learning a basic lesson of physical 
security in the age of 3-D printing: If you have 
sensitive keys—say, a set of master keys that can 
open locks you’ve asked millions of Americans to 
use—don’t post pictures of them on the Internet.

�™A group of lock-picking and security enthusiasts 
drove that lesson home Wednesday by publishing 
a set of CAD files to Github that anyone can use to 
3-D print a precisely measured set of the TSA’s 
master keys for its “approved” locks
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�¾Cyber Security
Voting booths

�™Many stated do not even require IDs to vote.

�™Nearly every state is using electronic touchscreen and optical-scan 
voting systems that are at least a decade old, according to a report 
by the Brennan Center for Justice at New York University School of 
Law (.pdf). Beyond the fact the machines are technologically 
antiquated, after years of wear and tear, states are reporting 
increasing problems with degrading touchscreens, worn-out modems 
for transmitting election results, and failing motherboards and 
memory cards.

�™States using machines that are at least 15 years old include Florida, 
Kentucky, Massachusetts, New Hampshire, Texas, Virginia, and 
Washington, which means they are far behind even a casual tech 
user in keeping pace with technological advancements.
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�¾Cyber Security
Medical devices
�¾Cyber Security
Medical devices

WHEN SCOTT ERVEN was given free rein 
to roam through all of the medical 
equipment used at a large chain of 
Midwest health care facilities, he knew he 
would find security problems–but he wasn’t 
prepared for just how bad it would be.

Drug infusion pumps for 
delivering morphine drips, 
chemotherapy and antibiotics 
that can be remotely 
manipulated to change the 
dosage doled out to patients.

�¾Bluetooth-enabled defibrillators that can 
be manipulated to deliver random 
shocks to a patient’s heart

�¾X-rays

�¾temperature settings on refrigerators 
storing blood

�¾Physicians to misdiagnose, prescribe 
the wrong drugs or administer 
unwarranted care.
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Cyber Security
China Hacking
Cyber Security
China Hacking

China has hacked “every major 
corporation” in the US. Edward 
Snowden’s NSA leaks revealed the US 
government has its own national and 
International hacking to account for.
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Cyber Security
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Cyber Security
Identities compromised

�¾Hackers have exposed the 
personal information of 110 million 
Americans 

�¾Roughly half of the nation's adults  
in the last 12 months alone.

�¾AOL and eBay

�¾Target

�¾Home depot
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Equipment Photos
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Equipment Photos
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Cyber Security
Preventions

�¾Lophtcrack – Test password strength - expose

�¾Password Managers:

�¾One strong Master password

�¾Encrypted super strong password to each site.

�¾Apps:

�¾RoboForm – One strong Master password

�¾1password

�¾E-Wallet
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Cyber Security
Preventions

Cyber Security
Preventions

�¾Policies – Read and Understood and signed

�¾Consequences if broken

�¾Education - Training

�¾Compliance

�¾Severe punishment of misconduct. I.E. Jail
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Cyber Security
Who remembers

�¾TAP new letter?

�¾Bulletin boards?

�¾FBI sting and I
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Cyber Security
Remedies

�¾Bring back NSA (cut IRS)

�¾Scan:

�¾Facebook

�¾Twitter

�¾E-mails

�¾Immigration checking

�¾Refugee checking:

�¾(can’t vet don’t bring them)

�¾Accountability
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